
Position:  IT SECURITY & FORENSIC ANALYST 

 
Date and Timings of Walk-in-interview: 25.6.2013, 10:00 AM to 4:00 PM 

 

Minimum Qualification: BE/ B.Tech in computer Science or Computer Engineering/ 

Information Technology/ Electronics/ Electronics & Communications or equivalent with 60% 

marks from a recognized University/ Institute. 

Or 

 

MCA with B.Sc. (mathematics)/ DOEACC ‘B’ Level with Science or Mathematics background 

or equivalent with 60% marks from a recognized university /Institution  

 

Experience: 

 

Relevant experience of 3 + years in following areas: 

 

• IT security forensics (electronic data discovery procedures) and analysis.  

• Vulnerability assessment and penetration testing. 

• Incident Response Management and Procedures. 

• Managing the configuration of enterprise firewalls. 

• Managing the configuration of IDS/IPS systems. 

• Interpretation of security alerts, analysis of exploit trends and threat feeds. 

• Strong knowledge of computer forensic tools. 

• Strong knowledge of network architectures and data flows. 

• Strong overall understanding and experience with a variety of technologies including 

vendor neutral user and system authentication, authorization techniques, and security/data 

protection methods. 

• Full-Scope forensic examinations. 

• File system forensics. 

• Advanced registry and Internet history analysis. 

• Steganography detection and analysis. 

• Large data set analysis and Target language Keyword search. 

• Forensic tool and script development. 

• Metadata extraction and analysis. 

• Network forensics and analysis. 

• Understanding of cell phone Operating Systems. 

• Familiarization with EnCase, Cellebrite UFED, XRY. 

• Advanced troubleshooting skills. 

• Familiarization with computer files systems. 

• Possess Hard Drive and/or Cell Phone repair skills. 

• Generating forensic reports of interest to customers. 

• Coordinate, develop and promulgate forensic and technical exploitation standards for the 

customer. 


