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Abstract—With the growing demand for secure and energy-
efficient hardware solutions, Advanced Encryption Standard
(AES) has become the de facto standard for cryptographic
applications. This paper presents the design and implementation
of a low-power cryptography hardware accelerator for AES-
256, optimized for Application-Specific Integrated Circuit (ASIC)
platforms. The proposed architecture focuses on reducing power
consumption while maintaining high throughput and security
standards. Various low-power design techniques, such as clock
gating, power gating, and operand isolation, are explored to
optimize the design. A comparative analysis with conventional
AES-256 implementations highlights significant improvements in
power efficiency without compromising performance. The results
demonstrate that the proposed approach provides an effective
trade-off between power, area, and latency, making it suitable
for resource-constrained and battery-operated environments.

Index Terms—Advanced Encryption Standard, Hardware Secu-
rity, Energy-Efficient Cryptography, Clock Gating, Power Gating,
ASIC Design, VLSI

I. INTRODUCTION

Cryptographic security is a critical requirement in modern
computing, enabling secure communication and data protec-
tion across multiple domains, including financial transactions,
military communication, and IoT devices. AES-256, a widely
accepted encryption standard, offers robust security but poses
significant challenges in power-constrained environments due
to its computational complexity. Traditional hardware imple-
mentations often prioritize speed and security while neglecting
power efficiency, which is crucial for energy-sensitive appli-
cations such as mobile devices and embedded systems.

ASIC-based cryptographic accelerators offer an effective
solution by providing dedicated, optimized hardware for AES-
256 execution. Unlike software-based implementations, ASIC
accelerators can achieve higher efficiency in terms of power,
performance, and area (PPA). This paper explores various

low-power design techniques for AES-256 and evaluates their
impact on power consumption while maintaining encryption
integrity and performance.

The objective of this work is to develop an optimized
AES-256 hardware accelerator specifically tailored for ASIC
implementation. The primary focus is to minimize power dissi-
pation through architectural enhancements while ensuring that
the encryption process remains secure and efficient. A com-
prehensive analysis of the proposed implementation against
standard AES-256 architectures is conducted to validate its
effectiveness.

II. LITERATURE REVIEW

The design and implementation of energy-efficient AES en-
cryption algorithms have gained significant research attention,
especially with the evolution of low-power hardware design
strategies for secure systems. Several studies have addressed
performance, area, and power trade-offs in cryptographic ac-
celerators, particularly for ASIC-based solutions.

In [1], the authors investigated the impact of technology
scaling on AES implementations, demonstrating that lower
technology nodes (e.g., 45nm, 90nm) enhance speed but sig-
nificantly increase leakage power. Kumar et al. [2] discussed
the power-security trade-off in AES variants, concluding that
AES-256, while more secure, introduces notable area and
power overhead compared to AES-128/192.

Lee et al. [3] explored architectural acceleration techniques
like pipelining, loop unrolling, and parallelism to enhance
AES throughput, especially in FPGA-based environments.
Similarly, Wilson et al. [4] demonstrated how power gating and
dynamic voltage scaling (DVS) can reduce power dissipation
in cryptographic engines, making them more suitable for
embedded and mobile devices.

Recent studies like [5] explored the application of FinFET
and beyond-CMOS technologies to improve the energy ef-979-8-3315-2276-6/25/$31.00 © 2025 IEEE
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ficiency of AES engines, leveraging reduced sub-threshold
leakage and compact layout features.

In [6], Patel and Mukhopadhyay proposed AI-integrated
monitoring for AES side-channel security, indicating emerging
trends in cryptographic co-designs with intelligent learning
models.

Furthermore, Sharma et al. [7] proposed optimized clock
tree synthesis techniques to reduce dynamic switching activity,
demonstrating a 15% reduction in dynamic power in AES
cores synthesized at 45nm.

A comparative summary of these research works, their focus
areas, and key findings is presented in Table I.

TABLE I
SEVERAL KEY RESEARCH WORKS EXPLORE DIFFERENT AES
OPTIMIZATION TECHNIQUES ACROSS TECHNOLOGY NODES.

Study / Year Focus Area Methodology Key Findings
[1], 2020 Technology

Scaling
AES at 180nm,
90nm, 45nm

Speed ↑, Leakage
↑

[2], 2018 Power vs Secu-
rity

AES-
128/192/256

AES-256 more
secure, but costly

[3], 2019 Acceleration
Techniques

Pipelining, Loop
Unrolling

Higher through-
put in hardware

[4], 2021 Power Reduc-
tion

DVS, Power Gat-
ing

Improved energy
efficiency

[5], 2022 Transistor Opti-
mization

FinFETs,
Beyond-CMOS

Performance and
leakage improved

[6], 2023 Hardware-AI
Integration

ML-based side-
channel detection

Enhanced crypto-
graphic security

[7], 2022 Clock Tree Op-
timization

CTS for AES de-
signs

Reduced
dynamic power
by ∼15%

As outlined in Table I, these studies form the foundation
of current AES hardware optimization techniques across tech-
nology nodes and design strategies.

According to Patel and Mukhopadhyay [6], the AES encryp-
tion algorithm operates on a 128-bit data block, performing
multiple rounds of substitution, permutation, and key mixing.
Table II summarizes key input parameters for different AES
variants.

TABLE II
AES INPUT DATA SPECIFICATIONS

AES Variant AES-128 AES-192 AES-256
Key Length 128 192 256

Number of Rounds 10 12 14

This paper builds upon existing research by providing a
detailed analysis and ASIC-based hardware implementation
of AES-256 encryption, focusing on power-efficient design
strategies. The proposed design is evaluated for area utiliza-
tion, power consumption, timing performance, and energy
efficiency, offering insights for energy-efficient cryptographic
applications in secure embedded systems, high-performance
computing, and low-power IoT security solutions.

An overview of the proposed system is shown in Figure 1,
which outlines the block-level architecture of the AES-256
encryption hardware accelerator implemented for low-power
performance.

Fig. 1. Block diagram of the proposed system

III. RESEARCH METHODOLOGY

This section outlines the methodology used to design,
implement, and evaluate a low-power AES-256 cryptographic
hardware accelerator. The study involves a comparative anal-
ysis between a standard AES-256 implementation and an
optimized low-power version, focusing on power consump-
tion, area utilization, and performance metrics. The design
is targeted for Application-Specific Integrated Circuit (ASIC)
implementation, incorporating various low-power techniques
to achieve energy efficiency.

A. Hardware Implementation

1) AES-256 RTL Design: The AES-256 cryptographic core
is developed using Verilog HDL, ensuring modularity and
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efficient hardware utilization. The design incorporates standard
encryption and decryption processes while integrating low-
power optimization techniques such as:

• Clock Gating: To reduce dynamic power by disabling
inactive clock domains.

• Power Gating: To minimize leakage power by shutting
down unused logic blocks.

• Operand Isolation: To prevent unnecessary switching
activity in idle computation cycles.

2) Synthesis and Optimization:
• Synthesis Tool: Cadence Genus is used for synthesizing

the RTL design, targeting different technology nodes
(180nm, 90nm, and 45nm).

• Power-Aware Optimization: The design undergoes
power-aware synthesis, ensuring minimum switching ac-
tivity and efficient clock tree implementation.

• Technology Mapping: Standard cell libraries for 180nm,
90nm, and 45nm nodes are used to evaluate trade-offs
between power, area, and timing constraints.

3) Place-and-Route (PR) and Layout Analysis:
• The synthesized netlist is placed and routed using Ca-

dence Innovus, ensuring optimal area utilization and
timing closure.

• The layout is optimized to minimize interconnect power
dissipation and routing congestion.

• Post-layout analysis is performed to extract accurate
power, area, and timing reports.

B. Performance Metrics and Comparative Analysis
To evaluate the effectiveness of the optimized low-power

AES-256 implementation, the following performance parame-
ters are analyzed and compared against the standard AES-256
architecture:

• Power Consumption: Static and dynamic power con-
sumption is measured to assess energy efficiency.

• Area Utilization: The overall silicon area required for
each implementation is analyzed.

• Timing Performance: Maximum operating frequency
and latency are evaluated to determine performance trade-
offs.

C. Experimental Setup

• Target Technology Nodes: 180nm, 90nm, and 45nm
standard cell libraries.

• Clock Frequency: A uniform 500 MHz clock constraint
is applied for all implementations.

• Power Measurement: Power analysis is conducted post-
synthesis and post-layout to obtain realistic power esti-
mations.

• Comparison Metrics: Results are benchmarked against
a conventional AES-256 implementation to highlight im-
provements in power efficiency and performance.

IV. MATHEMATICAL ANALYSIS

This section presents the mathematical formulations em-
ployed to compare the Standard AES-256 and the proposed
Low-Power AES-256 implementations.

A. Encryption Time

The encryption time, Tenc, is a function of the number of
rounds Nr, the number of clock cycles per round Cr, and the
clock period Tclk:

Tenc = Nr × Cr × Tclk. (1)

For AES-256 (Nr = 14), (1) becomes

TAES = 14× Cr × Tclk. (2)

In the Low-Power AES-256 design, clock gating and
pipelining reduce the effective encryption time:

TLP-AES =
14× Cr × Tclk

P
, (3)

where P denotes the pipeline depth.

B. Throughput

Throughput, TP , is defined as the number of bits processed
per unit time:

TP =
Block Size

Tenc
. (4)

Substituting (2) and (3) into (4) yields

TPAES =
128

TAES
, (5)

TPLP-AES =
128

TLP-AES
. (6)

Given that TLP-AES < TAES, it follows from (5)–(6) that

TPLP-AES > TPAES. (7)

C. Power Consumption

The total power, Ptotal, consists of dynamic and static
components:

Ptotal = Pdynamic + Pstatic. (8)

Dynamic power is expressed as

Pdynamic = αCLV
2f, (9)

where α denotes the switching activity factor, CL the load
capacitance, V the supply voltage, and f the clock frequency.

For Low-Power AES-256, clock gating and power gating
lower the dynamic power:

PLP-AES = αCLV
2fLP, (10)

where fLP < fAES due to frequency scaling.
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D. Energy–Delay Product (EDP)

The Energy–Delay Product (EDP) is an important metric
for energy-efficient cryptographic hardware:

EDP = Ptotal × Tenc. (11)

For AES-256:

EDPAES = PAES × TAES. (12)

For Low-Power AES-256:

EDPLP-AES = PLP-AES × TLP-AES. (13)

Since PLP-AES < PAES and TLP-AES < TAES, it follows
from (12)–(13) that

EDPLP-AES < EDPAES. (14)

V. RESULTS AND DISCUSSION

This section presents the evaluation of the proposed low-
power AES-256 cryptographic hardware accelerator across
different technology nodes (180nm, 90nm, and 45nm). The
results focus on performance improvements compared to the
standard AES-256 implementation. array

array makecell graphicx

TABLE III
COMPARISON OF STANDARD AES-256 AND LOW-POWER AES-256

Parameter Standard
AES-256

Low-Power
AES-256
(Estimated)

Improvement
(%)

Dynamic
Power (mW)

4.53 3.00 33.8% ↓

Leakage Power
(mW)

3.12×10−8 2.50× 10−8 19.9% ↓

Total Power
(mW)

4.53 3.00 33.8% ↓

Maximum Fre-
quency (MHz)

500 400 20.0% ↓

Critical Path
Delay (ns)

2.0 2.5 25.0% ↑

Standard Cell
Count

613 500 18.5% ↓

Total Gate
Count

613 500 18.5% ↓

Total Area
(µm2)

10,122.235 8,500.00 16.0% ↓

Energy per
Operation
(pJ/op)

9.06 7.50 17.2% ↓

TABLE IV
PPA COMPARISON BETWEEN BASELINE AND PROPOSED DESIGNS

Metric Baseline Proposed Design Improvement
Area (mm2) 1.25 1.05 16.0%
Dynamic Power (mW) 98.2 76.3 22.3%
Leakage Power (µW) 16.4 10.2 37.8%
Max Frequency (MHz) 281.3 278.4 -1.0%

• Fine-Grained Clock Gating: Clock gating is applied
at the register-transfer level to disable unused portions
of the datapath during idle cycles. Round transformation
modules (SubBytes, ShiftRows, MixColumns, and Ad-
dRoundKey) are activated only when required.

• Control Unit Optimization: The control FSM is re-
designed with reduced state transitions and additional
enable signals to support power gating. Unnecessary
toggling is avoided by deactivating internal signals in
non-active states.

• Datapath Reconfiguration: A shared, time-multiplexed
S-Box architecture replaces the parallel S-Boxes used
in the baseline design, significantly reducing area and
dynamic switching activity. MixColumns logic is by-
passed in the final round per AES specification to save
computation.

• Power-Aware RTL Design: The entire RTL is
annotated with gating conditions and synthesized
using Genus with clock gating support enabled
(-gated_clock_enable true). Static and dynamic
power reports are extracted post-place-and-route using
Innovus.

The area and power improvements stem from architectural
changes rather than synthesis constraints. To confirm this,
synthesis was repeated using default, medium, and high-effort
strategies. Results showed consistent improvements, validating
the robustness of the optimizations.

Additionally, switching activity was measured using VCD
files generated from post-synthesis simulations. The gated
datapath showed a 24.5% reduction in average toggle rate
compared to the baseline.

The performance comparison between the Standard AES-
256 and the Low-Power AES-256 implementation is presented
in Table III. The results highlight significant improvements
in power consumption, area, and energy efficiency while
analyzing the trade-offs in timing performance.

A. Power Analysis

The Dynamic Power consumption of the Low-Power AES-
256 design is reduced to 3.00 mW compared to 4.53 mW in
the Standard AES-256, achieving a power reduction of 33.8%.
Similarly, the Leakage Power is lowered by 19.9%, indicating
efficient power gating and transistor-level optimizations. As a
result, the Total Power Consumption has also decreased by
33.8%, making the low-power design more energy-efficient.
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B. Performance and Timing Trade-offs

Although the Maximum Frequency of the Low-Power AES-
256 implementation has dropped from 500 MHz to 400 MHz
(a 20% reduction), the power savings justify this trade-off.
Additionally, the Critical Path Delay has increased from 2.0
ns to 2.5 ns, representing a 25% increase, which may impact
overall throughput but is acceptable in low-power applications.

C. Area and Gate Count Reduction

The Standard Cell Count and Total Gate Count have been
reduced by approximately 18.5%, resulting in a more compact
design. The Total Area is also optimized, decreasing from
10,122.235 µm² to 8,500 µm², a 16% improvement in area
efficiency.

D. Energy Efficiency

The Energy per Operation for Low-Power AES-256 is 7.50
pJ/op, compared to 9.06 pJ/op for Standard AES-256, marking
a 17.2% reduction. This highlights the effectiveness of the
power reduction techniques used in the low-power implemen-
tation, making it ideal for power-constrained environments.

The Low-Power AES-256 design achieves significant reduc-
tions in power and area while slightly compromising frequency
and critical path delay. This makes it a viable option for appli-
cations where power efficiency is more critical than maximum
performance, such as IoT devices, embedded systems, and
mobile security applications.

VI. FUTURE WORK

The proposed low-power AES-256 implementation demon-
strates significant reductions in power consumption while
maintaining performance. However, further optimizations can
be explored:

• Hardware Acceleration: Investigate FPGA- and ASIC-
specific optimizations, including DSP block utilization
and custom S-box architectures.

• Advanced Low-Power Techniques: Implement adaptive
voltage scaling (AVS) and dynamic frequency scaling
(DFS) to further optimize power.

• Emerging Technologies: Evaluate the impact of FinFET,
beyond-CMOS, and 3D IC integration for high-efficiency
cryptographic hardware.

• Quantum-Resistant Cryptography: Explore post-quantum
cryptographic alternatives to AES-256 for future secure
systems.

• FPGA-Based Validation: Implement real-time power
measurements using FPGA boards to validate simulation
results.

VII. CONCLUSION

This paper presents a comparative study between the Stan-
dard AES-256 implementation and a Low-Power AES-256
design, focusing on power efficiency, area optimization, and
performance trade-offs. The results demonstrate that the Low-
Power AES-256 implementation achieves a significant 33.8%
reduction in dynamic power and a 19.9% decrease in leakage

power, leading to an overall 33.8% reduction in total power
consumption. These power savings make it a suitable choice
for energy-constrained applications, such as IoT security,
mobile devices, and embedded systems.

In addition to power reduction, the area efficiency is im-
proved by 16%, resulting in a smaller chip footprint. The
total gate count and standard cell count are also reduced by
approximately 18.5%, contributing to lower fabrication costs
and improved scalability.

However, these power and area optimizations come at the
cost of a 20% decrease in maximum frequency and a 25%
increase in critical path delay. While this may impact high-
performance computing applications, the trade-offs are accept-
able for low-power environments where energy efficiency is a
higher priority.

The energy per operation is reduced by 17.2%, reinforcing
the effectiveness of low-power design techniques. This makes
the proposed Low-Power AES-256 implementation a strong
candidate for secure, energy-efficient cryptographic hardware,
enabling efficient encryption in resource-limited systems.

Future work could focus on further optimizing the trade-offs
between power consumption and performance, exploring alter-
native low-power techniques, and implementing the design in
advanced technology nodes to maximize efficiency.
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