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  M o d u l e  0 1 :  I n t r o d u c t i o n  t o  E t h i c a l  H a c k i n g

o I n f o r m a t i o n  S e c u r i t y  O v e r v i e w
o H a c k i n g  C o n c e p t s  a n d  H a c k e r  C l a s s e s
o E t h i c a l  H a c k i n g  C o n c e p t s
o H a c k i n g  M e t h o d o l o g i e s  a n d  F r a m e w o r k s
o I n f o r m a t i o n  S e c u r i t y  C o n t r o l s
o I n f o r m a t i o n  S e c u r i t y  L a w s  a n d  S t a n d a r d s

      M o d u l e  0 2 :  F o o t p r i n t i n g  a n d  R e c o n n a i s s a n c e

o F o o t p r i n t i n g  C o n c e p t s
o F o o t p r i n t i n g  t h r o u g h  S e a r c h  E n g i n e s
o F o o t p r i n t i n g  t h r o u g h  I n t e r n e t  R e s e a r c h  S e r v i c e s
o F o o t p r i n t i n g  t h r o u g h  S o c i a l  N e t w o r k i n g  S i t e s
o W h o i s  F o o t p r i n t i n g
o D N S  F o o t p r i n t i n g
o N e t w o r k  a n d  E m a i l  F o o t p r i n t i n g
o F o o t p r i n t i n g  t h r o u g h  S o c i a l  E n g i n e e r i n g
o F o o t p r i n t i n g  T a s k s  u s i n g  A d v a n c e d  T o o l s  a n d  A I
o F o o t p r i n t i n g  C o u n t e r m e a s u r e s

      M o d u l e  0 3 :  S c a n n i n g  N e t w o r k s

o N e t w o r k  S c a n n i n g  C o n c e p t s
o H o s t  D i s c o v e r y
o P o r t  a n d  S e r v i c e  D i s c o v e r y
o O S  D i s c o v e r y
o S c a n n i n g  B e y o n d  I D S  a n d  F i r e w a l l
o N e t w o r k  S c a n n i n g  C o u n t e r m e a s u r e s

      M o d u l e  0 4 :  E n u m e r a t i o n

o E n u m e r a t i o n  C o n c e p t s
o N e t B I O S  E n u m e r a t i o n
o S N M P  a n d  L D A P  E n u m e r a t i o n
o N T P  a n d  N F S  E n u m e r a t i o n
o S M T P  a n d  D N S  E n u m e r a t i o n
o O t h e r  E n u m e r a t i o n  T e c h n i q u e s
o E n u m e r a t i o n  C o u n t e r m e a s u r e s

     M o d u l e  0 5 :  V u l n e r a b i l i t y  A n a l y s i s

o V u l n e r a b i l i t y  A s s e s s m e n t  C o n c e p t s
o V u l n e r a b i l i t y  A s s e s s m e n t  T o o l s
o V u l n e r a b i l i t y  A s s e s s m e n t  R e p o r t s

    M o d u l e  0 6 :  S y s t e m  H a c k i n g

o G a i n i n g  A c c e s s
o E s c a l a t i n g  P r i v i l e g e s
o M a i n t a i n i n g  A c c e s s
o C l e a r i n g  L o g s



 Module 07: Malware Threats

o Malware and APT Concepts
o Fileless Malware Concepts
o AI-based Malware Concepts
o Malware Analysis
o Malware Countermeasures

  Module 08: Sniffing 

o Sniffing Concepts
o Sniffing Techniques
o Sniffing Tools
o Sniffing Countermeasures

  Module 09: Social Engineering

o Social Engineering Concepts
o Human-based Social Engineering Techniques
o Computer-based Social Engineering Techniques
o Mobile-based Social Engineering Techniques
o Social Engineering Countermeasures

   Module 10: Denial-of-Service

o DoS/DDoS Concepts
o DoS/DDoS Attack Techniques
o DoS/DDoS Attack Countermeasures

  Module 11: Session Hijacking

o Session Hijacking Concepts
o Application-Level Session Hijacking
o Network-Level Session Hijacking
o Session Hijacking Countermeasures

   Module 12: Evading IDS, Firewalls, and Honeypots

o IDS, IPS, and Firewall Concepts
o IDS, IPS, and Firewall Solutions
o Evading IDS/Firewalls
o Evading NAC and Endpoint Security
o Honeypot Concepts and Detecting Honeypots
o IDS/Firewall Evasion Countermeasures

   Module 13: Hacking Web Servers

o Web Server Concepts
o Web Server Attacks
o Web Server Attack Methodology
o Web Server Attack Countermeasures



     Module 14: Hacking Web Applications

o Web Application Concepts
o Web Application Threats
o Web Application Hacking Methodology
o Web API and Webhooks
o Web Application Security

    Module 15: SQL Injection

o SQL Injection Concepts
o Types of SQL Injection
o SQL Injection Methodology
o Evasion Techniques
o SQL Injection Countermeasures

Module 16: Hacking Wireless Networks

o Wireless Concepts
o Wireless Encryption
o Wireless Threats
o Wireless Hacking Methodology
o Wireless Attack Countermeasures

Module 17: Hacking Mobile Platforms

o Mobile Platform Attack Vectors
o Hacking Android OS
o Hacking iOS
o Mobile Device Management
o Mobile Security Guidelines and Tools

    Module 18: IoT and OT Hacking

o IoT Concepts and Attacks
o IoT Hacking Methodology
o IoT Attack Countermeasures
o OT Concepts and Attacks
o OT Hacking Methodology
o OT Attack Countermeasures

   Module 19: Cloud Computing

o Cloud Computing Concepts
o Cloud Computing Threats
o Cloud Hacking
o AWS Hacking
o Microsoft Azure Hacking
o Google Cloud Hacking
o Container Hacking
o Cloud Security

Module 20: Cryptography

o Cryptography Concepts and Encryption Algorithms
o Applications of Cryptography
o Cryptanalysis Methods and Cryptography Attacks
o Cryptography Attack Countermeasures

(Note: Points mentioned are just short summary, but they consist of a lot of subtopics and detailed
structure with practical scenarios)


