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Course Description 
CPS are systems-of-systems that tightly couple their cyber (i.e. computation, 
communication and control), and physical components (sensing and actuation) in the 
context of applications such as (but not limited to): automotive and transportation, 
manufacturing, power distribution grid, medical and healthcare, robotics, civil 
infrastructure, avionics, etc. Thus, these Cyber-physical Systems utilize knowledge 
from the fields of embedded systems, networking, sensors, real-time systems and 
control as well as domain-specific knowledge to realize systems that are of untapped 
complexity and scale. 
 
Internet of Things (IoT) is the interconnection of uniquely identifiable embedded 
computing devices within the existing Internet infrastructure. Typically, IoT is 
expected to offer advanced connectivity of devices, systems, and services that covers 
a variety of protocols, domains, and applications. The Internet of Things (IoT, 
sometimes Internet of Everything) is the network of physical objects or "things" 
embedded with electronics, software, sensors and connectivity to enable it to achieve 
greater value and service by exchanging data with the manufacturer, operator and/or 
other connected devices. Each thing is uniquely identifiable through its embedded 
computing system but is able to interoperate within the existing Internet 
infrastructure.  
 
The participants of this module will learn about IoT Architecture, IoT platform, 
wireless sensor networks and IoT Application development.  
 
 
Cyber-Physical Systems  

 CPS Overview and  CPS in the real world 
 Basic principles of design and validation of CPS 
 Industry 4.0 
 Building Automation, Medical CPS 
 CPS HW platforms -Processors, Sensors, Actuators  
 CPS Network –Wireless Hart, CAN, Automotive Ethernet 
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Internet of Things  

 IoT Overview  
 IoT Platforms  
 Sensors & Interfaces  
 Linux Scripting for IoT 
 Python Programming  
 Wireless PAN (Bluetooth & Zigbee), GSM, Wifi 
 Wireless Sensor Networks  

 
Learning Outcomes 
After successful completion of this module, students should be able to:  

 Apply the concepts of  CPS and IoT to develop application  

 Implement IoT applications using proper hardware and software platforms 

 Develop IoT Applications with open source platforms 
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