Short Term Courses — NIELIT

Diploma in Cyber Law

Objective of the Course:

The course deals with all the aspects of Cyber law as per Indian/IT act 2008.1t also covers overview of
Intellectual | Property Right and Trademark Related laws with respect to Cyber Space.

Learning Outcomes:

After the completion of course, the students will be able to:-
Demonstrate a critical understanding of the Cyber law with respect to Indian IT/Act 2008

Duration of the Course 200 hrs
(in hours)

Appr. Fees (INR): Rs.10,000/-

Minimum Eligibility
Criteria and pre-
requisites, if any

Outline of Course

S. No | Topic Minimum No. of Hours

1 Introduction to Cyber World 2 hrs

2 Introduction to Indian Cyber Law 2 hrs

3 Distinction between Cyber Crime and Conventional Crime 2 hrs

4 Cyber Criminals and their Objectives 1 hrs

5 Kinds of Cyber Crime-cyber stalking; cyber pornography; forgery and 2hrs

fraud; crime related to IPRs; Cyber terrorism; computer vandalism etc.

6 Overview of General Laws and Procedures in India 20 hrs

7 Electronic Commerce 10 hrs

8 Digital Signatures - technical issues 15 hrs

9 Digital Signatures - legal issues 10 hrs

10 Electronic Contracts 15 hrs

11 Overview of Intellectual Property related Legislation 12 hrs

12 Computer Software and related IPR Issues 1 hrs

13 Copyright law & Cyberspace 12 hrs

14 Trademark law & Cyberspace 10 hrs

15 Law relating to Semiconductor Layout & Design 15 hrs

16 Penalties & Offences under the IT Act, 2000 20 hrs

17 Offences under the Indian Penal Code, 1860 20 hrs

18 Investigation and adjudication of cyber crimes 15 hrs

19 Digital evidence 15 hrs

20 Pornography Act and Evidence Act etc. 1 hrs

Theory / Lecture Hours: | 170 Hrs.
Practical / Tutorial / Lecture Hours: | 30 Hrs.
Total Hours: | 200 Hrs.
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Books recommended Cyber law —=The Indian perspective by Pavan Duggal

for reference and

reading:

Group Code: ISCF Group Name: Information Security & Cyber Forensic

Course Code: DPO1 Course Name: Diploma in Cyber Law



