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Message from the Editor-in-Chief

Dear Readers,

Welcome to this issue of NIELIT Newsletter. It covers noteworthy

accomplishments of NIELIT during the last quarter of pandemic year. Readers will

find some exclusive reports about Empowerment of senior citizens in e-services,
Skilling of Government Officials in emerging technologies under FutureSkill PRIME,
Collaboration with MSME, Robotics Training for kids etc.

To meet the increasing demand of automationin most of the services, under ‘Future Skills PRIME’ of MeitY, many
NIELIT centres started the re-skilling in 10 areas- RPA, 10T, VR, Big Data Analytics, Cyber Security, Social & Mobile,
3D Printing, Al, Blockchain Technology and Cloud Computing. Many centres adopted ‘Blended or Flipped’ ways of
training.

Likewise, there is more demand for the ‘SoftwareTester or Quality Assurance (QA)’ related to safety and security
measures. Some of the Top Testing Trends of 2021-22" are :

1] Cloud migration testing: It ensures no loss of data after migration.

2] Blockchain testing: It ensures the chain of blocks, linked together using cryptography and security. We see
demands for Miners, testers- Ethereum & ETL, Blockchain debugging etc.

3] Codeless Automated/Al/ML Testing: Al technologies adopt visual modelling. It has frontend illustration to
support machine meaningful code, while the backend is supported by NLP. Smart analytics and visualization
are uses to detect the faults in Al or ML-based systems.

4] Big Data& IloT Testing: ETL tester and miners are required in handling large data, different data
formats-unstructured or structured. loT apps need Testers to guarantee integrity, accuracy,reliability, and
quality of data necessary and make Smart Devices.

5] Chatbot Testing: During the epidemic in need, chatbots benefited the healthcare, retail stores, financial firms
as robotic process automation. Careful testing is required for expected scenarios, possible scenarios and
nearly impossible scenarios for 24x7.

6] Agile and DevOps testing: Agile testing follows incremental steps and gives instant responses. DevOps helps
to cut down the SDLC. The adoption of both Agile and DevOps helps the teams for “Quality of Speed”.

71 Cyber security: All the systems require skilled security experts.

The similar new job opening is available in various Job search sites such as Monster, Naukri, and Guru99.com etc.
Many firms are aiming to become Testing Centers for Quality. It is suggested to learn the contents of High-level
document, Test plan, Test cases, Test script, Requirement matrix etc. which are syllabus of a course ‘Software
Tester or Quality Assurance (QA)’.

Hope the readers would enjoy reading the news updates and articles. | take this opportunity to request for their
valuable feedback at newsletter@nielit.gov.in. Wishing all readers a bright and joyous 2021 !

(Dr. Yumnam Jayanta Singh)
Director/Scientist ‘F’, NIELIT Guwahati

-------------------------------------------------------------------------------------------------------------------------------------------------------------
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Academic NeM;s from Headquarters

The year 2020 has witnessed unprecedented
challenges combating with Covid 19 pandemic. NIELIT
has successfully managed and rendered exemplary
results in processing official work during the lockdown

period by leveraging e-office of NIC and open source &
video conferencing facilities for holding official
discussion. NIELIT Centres and Training partners have
handled this disruption in the academic sector by
deploying different modes of learning through a mix of
technologies and adopting work from home culture.

Mol with ni-msme (National Institute Of Micro, Small And Medium Enterprises)

An Agreement was sighed between NIELIT and ni-msme to conduct joint training programme
across the country in the field of Electronics, Information Technology and Entrepreneurship
Development. The agreement was signed by Dr. Jaideep Kumar Mishra, DG NIELIT and Ms. S.
Glory Swarupa, DG, hi-msme.

Initially, NIELIT Centres at Patna, Chandigarh, Aizawl, Ajimer and Itanagar would launch training
programmes under the joint certification programme with ni-msme. The training will be in
blended mode. As the technical education is expected to produce the human capital
necessary for the technological growth and the entrepreneurial education helps in
self-empowerment, job creation and overall economic development, this agreement would
prove to be a major step towards job creation in the country.

Training statistics of 2020
|||||||||[| Training Summary (April to December 2020) :

Number of Candidates Trained/
Skilled/Appeared

1,431

Course Category

Formal Courses (M.Tech/BCA/MCA/3 Years Diploma etc.)

(O/A) Level in IT/Hardware/Multimedia
etc. of 1 year duration or more)

Non-Formal Courses 4,957

14,903

Short Term Courses (excludes Digital Literacy Courses)

Digital Literacy Courses (appeared in exam) 3,47,530

Total No. of Candidates 3,68,821

Registration Statistics

Registration in O/A/B/C Level (IT), ACC Course and
other NSQF Aligned Courses: 58, 753

|Empowering Training Partners

* No. of Training institutes authorised to conduct NIELIT O/A/B/C level of courses is 891.
* Processed Accreditation of 240 Institutes during the pandemic year.

+ No. of Facilitation Centres authorised to conduct Digital Literacy Courses is 7,144.
 Processed Registration of 291 Facilitation Centres during the pandemic year.
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NIELIT Services are now in UMANG

UMANG (Unified Mobile Application for New-age Governance) is
developed by Ministry of Electronics and Information Technology
(MeitY) and National e-Governance Division (NeGD) to drive Mobile
Governance in India.UMANG provides a single platform for all Indian
Citizens to access pan India e-Gov services ranging from Central to
Local Government bodies and other citizen centric services.

NIELIT is in the process of on boarding its around 17 no. of services
related to registration, examination and certification (complete life
cycle of student) on UMANG App. During the year 2020, following
services have been made live on UMNAG Platform which can be
accessed under DBT Scheme Tab of UMNAG APP:

, i
() . L
I NIELIT .& List of Download Download
Centres Courses admit Card e-certificate
About SC/ST Fee NIELIT ..
Reimbursement Accredited Z:::ggr View Result e?ﬁ;ﬂ'gﬁget
Scheme Institutes

Skill Development of SC / ST/ EWS
(Women) Youths in Aspirational Districts

G 7

Transformation of Aspirational Districts is
a major initiative by the Government of
India for rapid and effective =
transformation of districts. NIELIT has |
been awarded a project to train 21,600
SC/ST/EWS(Women) youths ‘belonging
to 60 Aspirational districtsacross 18
states over a period of 3 years. The |
training will be delivered in the area of IT
& Electronics; in one of the 4 courses
(NSQF aligned), namely (i) Certification
Course in Data Entry and Office _
Automation (135 hours); (ii) Advance

Diploma in Computer Application ~ A
Accounting and Publishing (200 hours); (iii) Diploma in Installation & Repair of
Consumer Electronics Products (350 hours); (iv) Solar-LED Lighting Product Design
and Manufacturing (350 hours. Training has been already started by NIELIT Centers
Imphal, Haridwarand Shimla in blended mode at Chandel, Haridwar and Chamba

District respectively involving 239 participants
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FutureSkills PRIME

FutureSkills PRIME (Programme for Reskilling / Upskilling of IT Manpower for Employability)
programme is jointly conceived by Ministry of Electronics and Information Technology and
NASSCOMT he programme is aimed to cater to the re-skilling/ up-skilling needs of individuals
through a B2C offering. The platform would provide interested candidates with multiple
options for their skilling needs. NIELIT/C-DAC have been identified as Lead and Co-Lead
Technology Resource Centres (RCs) to institutionalize Blended Learning mechanisms in a
hub-n-spoke mode, in 10 identified core areas namely 3D printing/Additive Manufacturing,
Blockchain Technology, Cyber Security, Internet of Things, Artificial Intelligence, Robotics
Process Automation (RPA), Social and Mobile, Big Data Analytics, Cloud Computing, Virtual
Reality. Fourteen (14) NIELIT Centresnamely, NIELIT Calicut, Aurangabad, Kolkata, Chennai,
Patna, Kohima, Srinagar/Jammu, Delhi, Agartala, Gorakhpur, Chandigarh, Imphal, Guwahati, and
Gangtok are involved in the Project. Out of 10 Lead and 30 Co-Lead RCs, NIELIT Centres are in
3 Lead and 25 Co-Lead Resource Centres (RCs). NIELIT Centres at Calicut, Aurangabad, and
Kolkata are Lead RCs in 3D Manufacturing/Additive Technology, Robotics Process Automation
and Blockchain Technology respectively.

NIELIT endeavours to impart quality training in the identified core areas to meet the objective
of FutureSkills PRIME. NIELIT Delhi, J&K, Patna, Kolkata, Guwahati and Calicut have already
initiated activities towards its objective.

* NIELIT Patna haslaunched, “Internship program on Internet of Things(loT)” of 1 month
duration in Oct-Noy, 2020 and “Internship program on Future Skills in IT ”in online mode.

o NIELIT Kolkata conducted a Trainers of Training program from 25/08/2020 to
22/09/2020. A total of 17 participants from NIELIT Srinagar/Jammu Centre, NIELIT
Patna and CDAC Hyderabad were trained. Also Organized a one day webinar on 29th
October 2020 on Blockchain. Also conducted the Govt Officers Training (GoT) from
17th December 2020 to 6th January 2021. A total of 9 participants from Maulana
Abdul Kalam University (formerly WBUT), RCCIIT West Bengal and Urban Development
and Municipal Affairs Department, Kalyani District, WB attended the training.

¢ NIELIT Guwahati has conducted training program on “Cloud Computing for Govt.
Employees (under FutureSkills Prime Project)” The program was inugrated by
Dr. Y. Jayanta Singh, Director, NIELIT Assam & Meghalaya on 15th of December, 2020. He
had given a detail presentation on FutureSkills program of Govt. of India, in his
inaugural speech. Ms. Indrani Laskar, ACS, Joint Secretary, Dept. of IT, Govt. of Assam
and high level officilas from various departments of Govt. of Assam & Govt. of India
has attended the training program. The training covers Cloud Technologies for users
and providers prospective, with handson and Cloud security.

® NIELIT, Calicut, Lead Resource Centre for 3D Printing and Additive Manufacturing has
conducted Training of Trainers program through online mode. The training was
conducted by Wipro 3D with experts from industry and academia. The duration of the
training was 10 days and the training was conducted for identified faculties of
Lead/Co-Lead/Hub/Spokes towards the goal of providing uniform training and
technical exposure to all Trainers who are part of this initiative.
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News From Imphal Centre

Inauguration of PGDCA Course in
Blended Mode

Dr. Rajkumar Ranjan Singh, Hon’ble Member of Parliament, Lok Sabha inaugurated
blended mode of training of One year “Postgraduate Diploma in Computer Application
(PGDCA)” course at NIELIT Imphal in the virtual mode in the august presence of Dr.
Jaideep Kumar Mishra, DG NIELIT &Joint Secretary, Meit¥, Govt. of India and Th.
Prameshwor Singh, Executive Director, NIELIT Imphal.

In the present academic session, 70 students were enrolled in the course. The faculty
members and students also attended the inauguration program through online. Dr.
Rajkumar Ranjan Singh, Hon’ble Member of Parliament, Lok Sabha appreciated such
initiative of NIELIT Imphal which will be beneficial to the student community during the
pandemic time.

Free Book Distribution to SC/ST Job Seekers

Free book distribution function for 13th
batch of SC/ST job seekers training in IT
O-Level and 9th batch of SC/ST job
seekers training in Computer Hardware
Maintenance (CHM) O-Level sponsored
by National Career Service Centre Imphal

under Directorate General of Employment |
was held on 23rd December 2020 at
NIELIT Imphal. The function was graced
by Th. Prameshwor Singh, Executive |
Director, NIELIT Imphal and Sandeep -
Kumar, Sub Regional Employment Officer, Natlonal Career Service Centre Imphal (NCSCQO).
Altogether, there are 100 nos. of SC/ST job seekers who are undergoing training in IT O-level
(57 at Imphal, 17 at Senapati & 26 at Churachandpur) and 50 SC/ST job seekers are

undergoing training in CHM-O Level.
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News From Aurangabad Centre

Empowerment of Senior Citizens in e-Services

Training of senior citizens for Nandurbar district of g
Maharashtra is being conducted by NIELIT :
Aurangabad under “Awareness Campaigns/Events : Qg;g{ﬁ [_] !
for Empowerment of Senior citizens in e-services
through ICT tools” a project sponsored by Meity, F (s, wewrt duver wree Jiw
Govt. of India. Duration of the program is 40 hours, . )

in which training on various topics like operating % »~ _':_ I,
mobile phone, social media apps, Online

transaction, precautions to be taken during online [Ee s e sos © = P
transactions, ticket booking, UMANG app and govt. schemes, etc. are provided. In the
initial phase, training of 2300 senior citizens was conducted for Nandurbar district in
online mode. The response received from the elderly people is overwhelming.

i'=

o00p00OO0OODOEN

ICT Training was given to senior citizens among
the villagers of Patoda village in Aurangabad
District in December 2020. NIELIT Aurangabad
officials visited the village and imparted ICT
Training to them demonstrating and explaining
the various online services available to them.

NIELIT Aurangabad organized free online
training for Government Officials on
SMAC (Social Mobile Analytics and the
Cloud) sponsored by MeitY, Govt. of India — : : - - l
for ten days from 21st December

onwards. There were ten participants for @ . . .
the program. Shri. Lakshman K,

Scientist/Engineer’D’ was the resource 37 1.06 687.6 400.0 ' r
person for the program and is also the - —

Chief Investigator for SMAC

34 T8%

Webinars on Blockchain |

Blockchain has emerged to become a potentially transformative force in
multiple aspects of government and private sector operations. A series of live
webinars on block chain was organized by NIELIT Aurangabad during
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Dr. Sanjeev Gupta, , Executive Director, NIELIT Aurangabad was the resource person for
the webinars. Staff members of various NIELIT Centres attended the webinars.

NIELIT CIl Centre of Excellence for Skills (NICCS)

NIELIT Cll Centre of Excellence for Skills (NICCS) project is being implemented by NIELIT
Aurangabad with the objectives to use cutting edge technology to improve learning
outcomes and satisfy industry needs and enhance the employability of the youth of the
country. The CoE will host technologies like Augmented Reality (AR), Virtual Reality(VR),
3D models, RFID, Interactive video wall and Learning Platforms to deliver vocational
training courses in industrial technology. Under this project CovidSathi Course concluded
in November 2020. 78 candidates have completed the course. Advertisement for health
care assistant course has been published and 40 candidates have registered for the
course.

Executive Committee Meeting

25th Meeting of the Executive Committee (EC) of
NIELIT, Aurangabad was held under the
Chairmanship of Dr. Sanjeev Kumar Gupta,
Executive Director, NIELIT, Aurangabad on 13th
November 2020 at 11:00 Hrs. at NIELIT, Aurangabad
through Video Conference.

Webinar

Lirde D hoswwy Jagh Scham!l, Aurangahed

Webinar on Career in Electronkes & Information Techaology
L3}

Dr. Sanjoey Kumar Guplta (7% 0 Compunes Fapaoorng
b vocwtreg Dhrecior
S’ et of | lovrosa s A Ieforrmuam To  beadongy
Coarvermment of ladia - VMaktny of ) ctresioy & lalsrmation Tochaslen

CAREER IN ELECTRONICS AND
INFORMATION TECHNOLOGY"

INLSANTITEN KUMAR GLUPTA

Dr. Sanjeev Kumar Gupta was the invited speaker at
a webinar conducted by Little Flower High School,
Aurangabad on Career in Electronics & Information
Technology on 01-11-2020
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News From Agartala Centre

Capacity Building for Tripura Police - Economic Crimes

NIELIT Agartala has conducted a 10 Days
customized course on Economic Crimes for the
Tripura Police. An inauguration session of the
Coursewas held at Tripura Police Training
Academy on 08.12.2020 in presence of Shri
Anurag Mathur, Director Incharge, NIELIT Agartala
and Shri Dilip Ray,Principal, KTDS Police Training
Academy.

Training for Directorate of IT, Tripura - Android

NIELIT Agartala conducted 14 days Training
on Android App development for Directorate
of Information Technology, Govt of Tripura
officials in Blended mode (20 Hrs: Online &
30 Hrs Offline in Lab) starting from
14.12.2020.Shri Binoy Das,Sr.Technical Officer
and Md.Reyad Hossain,Faculty(Computer
Science) are the resource persons from
NIELIT Agartala.

Border Area Development Programme
(BADP) Skill development training of
Khowai, Padmabil and Tulasikhar R D
block sponsored by Office of the District
Magistrate and Collector, Khowai,Govt of
Tripura commenced on 18.11.2020 at
NIELIT Agartala.

NIELIT Agartala conducted STAR
(Scheduled Test for Airmen Recruitment)
Exam of Indian Air Force on 4th
November 2020. Nearly 100 candidates
appeared for the Exam.

Digital Moving Display
| % A Digital Moving Display controlled by

Android App has been developed by Shri Akula
Sri Rama Pavan,Sr. Technical Assistant, NIELIT

Agartala.
NIELIT Newsletter | Jan 2021 n




NIELIT CENTRE DELHI

N [ELIT Delhi Centre was established as Branch Office of NIELIT Chandigarh Centre in the year
2000. It became an independent Centre on 1st November 2012. The Centre is operating in a
rented accommodation of about 11500 sgft area in Parsvnath Metro Mall at Inderlok, Delhi. The
Centre is imparting training programmes aimed at skill upgradation and capacity building in
emerging areas of IECT and is also involved in implementation ofvarious schemes/initiatives of
Govt. of India such as National Digital Literacy Programmes, IT for Masses for SC/ST Job
Seekers, ESDM etc. It has proven its capability of providing quality Computer Education and
handling large projects of Govt. Organizations in different sectors.The Centre is fully geared to
meet the new challenges in IT and to become a front-runner in new technologies.

| Areas of Excellence | | Long Term Courses
&® CIOL_Jd Computmg, Artificial Intelligence, . : NIELIT O/A Level courses, CHM - O Level
Social & Mobile ;

. : ¢ course, MAT-O Level course, PG Diploma in
& Software d_evelopment and Technical | =+ |OT, PG Diploma in VLS Design, tools and
support services

: N . technology, Certificate course in Arduino
& Conduct of recruitment examinations in .
: ; based Embedded System Design
both online and offline mode

Cbarses Offered

i Short Term Courses 4

¥ IT&ITeSCourses - Web Designing, Programming Through . amm Address

! C/C++/Python, C and C++, CCNA, Routing and Switching ||| | Director Incharge: Shri Shameem Khan

|, for CCENT Certification, Computer System and Server || # state Jurisdiction: National Capital Territory ‘
4+ Administration, Web Application Technologies, ASP.Net 0 & Bl

» with VB/C#, Certified Android Apps Developer, System |

L - . : : i Address: 2 Floor, P h M Mall, s
" Administration using (Linux, Data Entry and office § ddress: 2ndRElocHNESEE chois

| automation, Financial Accounting using Tally, Refresher Inderlok  Metro  Station, Inderlok, New
4 course in IWD/C, Cloud Computing, Big Data and Hadoop, ) Delhi-110052
' Cyber Security Basic Literacy Course, CCC, Photoshop, + Contact:
course in 2D animation, Certified Audio Video Designer, 3D Details: 011-23644850,
Animation e-mail : dir-delhi@nielit.gov.in
Electronics&Hardware Courses - Embedded System Design Twitter: @NDL_NIELIT,
using 8051 and AVR and Arduino, Embedded System Design Facebook: =

using ARM/CORTEX Microcontroller, Internet of Things _
using Arduino/Raspberry Pi, Certificate Course in VLSI https://www.facebook.com/NDL.NIELIT
| Design, PC Assembly & Maintenance. E—
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Highlights & Achievements

®m Trained about 700 (yearly) students in various short-term courses through Online mode and the students were
awarded e-Certificates.

m Organized a three days training program on ‘Big Data Analytics’ for 20 officers of
BSF. The training was also attended by IG Provisioning and DIG (IT).

® Conducted a 10 days training program on ‘CCNA
Routing’ for about 20 officials of BSF. Through this
training, the participants have also been prepared to
acquire CISCO CCNA Certification. A three-week
training program on “ASP.Net with C# and SQL Server” was also conducted for the IT
Cell officers of BSF.

m Conducted 3 days training programs on ‘Cyber Security-Risk Mitigation’ for two
batches of National Security Guards (NSG) officers. The training was attended by
about 30 officers in two batches. The training covered the basic principles of cyber
security from the perspective of providing security awareness and its best practices
for the real world, latest Internet security technigues, firewalls etc. The training also
covered various aspects of Cyber Threats, Cyber-attacks, awareness about various
ways to mitigate the risks.

m The Centre conducted a 2 weeks training program on “Computer Networking and
Server Administration” for Broadcast Engineers of Delhi Doordarshanat National
Academy of Broadcasting and Multimedia (NABM), Ministry of Information &
Broadcasting, Govt. of India. A total of 25 Broadcast Engineers attended the

® Conducted a 5 months course on Certified
Multimedia Developer (NSQF Level-5) to the7th
batch of Defence Personnels sponsored by
Directorate General of Resettlement (DGR). About
40 defence personnel of JCOs/OR ranks
participated in this program. All successful participants were distributed
certificates during the valedictory ceremony.

L]

Conducted 3 days training programs on ‘Cyber Security-Risk Mitigation’ for two batches of National Security
Guards (NSG) officers. The training was attended by about 30 officers in two batches. The training covered the
basic principles of cyber security from the perspective of providing security awareness and its best practices
for the real world, latest Internet security technigues, firewalls etc. The training also covered various aspects of
Cyber Threats, Cyber-attacks, awareness about various ways to mitigate the risks.

Conducted Online examinations for Flight Crew(FC) and Aircraft Maintenance Engineers(AMESs) on behalf of
DGCA for about 27000 candidates. The Online examinations were conducted in 15 cities across India at 20
examination centres.

Successfully completed the process of recruitment to the posts of Scientist ‘C’ and Scientist ‘D’ for Indian Computer Emergency
Response Team (ICERT), MeitY for 56 posts. Applications were received through the Online portal for both the posts. OMR based
screening examination was conducted by the Centre across 10 cities in India. In the second stage of recruitment process, documents
related to qualification, experience, research publications and conferences attended were received online from the candidates who
cleared the Screening test.

Training For Lok Sabha Secretariat, Parliament Of India

NIELIT Delhi Centre organized a 5 Day Training program on Desktop Publishing tools for the officers of Parliamentary Research and
Training Institute for Democracies (PRIDE) of Lok Sabha Secretariat from 7th Dec 2020 - 11th Dec 2020. A total of 31 officers/officials

of Parliament were trained.
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News From Patnha Centre

National SC-ST Hub
B ——T

NIELIT Patna is Conducting various IT and Electronics Courses for Schedule caste and
schedule Tribe candidates under the project “National SC-ST Hub approved by the Ministry
of MSME”. This is a free of cost Skill Enhancement program for the Schedule caste and
Schedule Tribe candidates. After completion of this course candidates may use their skill to

start a start-up or become an entrepreneur. For the start-up,the scheme provides loans and
other benefits to the candidates.

News From Guwahati Centre

Training on IOT using Arduino

The two week training program on IOT using
Arduino was conducted from 15th -29th Dec
2020. The batch comprises of 7 students from
H.R.H Prince of Wales Polytechnic Institute.
Earlier four batches have completed the
training.

Training Program on Moodle

The One week training program on Moodle in online
mode was conducted from 6th -12th October 2020. A
total of 75 candidates (students and teachers) from
colleges and universities from different parts of the
country participated in the training program. The program was conducted by NIELIT
Jorhat EC jointly with Dept. of Statistics, North Eastern Hill University (NEHU), Shillong
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Training Program on Statistical Analysis using
R Programming

One weekonline Training program on Statistical analysis using
R Programming was conducted from 24th Nov - 1st Dec 2020.
The program was conducted by NIELIT Jorhat EC jointly with
Dept. Of Statistics, Assam University, Silchar. Total 200
Candidates comprising both students and teacher from
colleges and universities from different parts of the country
participated in the training.

Special Training on Computer Application
for Ph.D Students-RFRI

—

The 3rd batch of Special Training on
Computer application for Ph D students of
Rain Forest Research Institute (RFRI) was
conducted from on 7th - 28th December
2020. The batch comprised of 7 PHD
candidates.

National Institute of Electronics & Information Technology, Guwahati
(Ministry of Electronics and Information Technology, Govt. of India)

Wmter Training on

NIELIT Guwahati successfully conducted training of the first batch of tiny minds during
Winter Training in Robotics [From Dec 28, 2020 to Jan 5, 2021] for Class 1-1V students.
Typing in English, Hindi & Assamese, making paper Robots, #Block coding & assembling
cum navigating Lego EV3 were the main attraction of the training programme.
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Invited Talk Presented by Faculty Members
of NIELIT Guwahati:

Date of the . .
. Topic Presented by Event details
Invited talk
Digital skill sets and inter-digital ([ R L 't
, . . . or udent Innovation Summit,
02-Oct ,2020| Collaboration and delivery in local Director, NIELIT .
une
languages Guwahati &Shillong
Online Refresher Course on “Emerging
S e ET s 2 ITSSUES ||n Informatlon C(;mmumcatlzn
22-Oct, 2020 | assessment, Flipped Classroom and | Director, NIELIT echnology”, sponsored event by
Proctored exams ete Guwahati & Shillong UGC-HRD and conducted by
Dr.B.AMartahwada University,
Aurangabad (MS)
: National Symposium on ‘Innovative
Industry4.0, STEM education, Al .
: : _ Technology & Management Dedicated
Robotics for Children, post Covid-19 : .
: : , : to Sustainable Humanistic Face,
01-Nov,2020 | ICT based services in Academic, | Director, NIELIT : : :
, , : Organized Jointly by Vivekananda
E-waste management, Agriculture, | Guwahati &Shillong : ;
) Institute of Environment & Management
tourism, Healthcare etc .
and Jadavpur University [Kolkata]
STTP title: “Implementation of Medical
Image Processing using Advanced
2-Nov, 2020 [ Keynote address and A technical Green  Computing  Technology”,
& presentation on “Information Retrieval | sponsored by AICTE &organised by
. - STO, NIELIT Guwahati _ :
14-Dec, 2020 | for Biological Analysis Department of Medical Electronics,
Saveetha Engineering College
(Autonomous) , Chennai.
: Webinar on ‘Future Engineering with
Industry 4.0, Development method-Agile, , , o
) A Data Science’ organised jointly by
10-Nov, 2020 | XP and Scrum with respect to Al or Data | Director, NIELIT .
: , : NIELIT Guwahati and Assam Don Bosco
Science Guwahati & Shillong N
University
_ _ International Computational Techniques
Possible Data Analytics Models for : : : :
27-Nov, 2020 Director, NIELIT & Intelligent Machines, [Springer] by
e-Waste Management : : ; : .
Guwahati & Shillong | Baba Farid College, Bathinda/Punjab
In a webinar on 'Startup & funding’, a
13 Dec, 2020 | Panel Discussion on Startup and Funding. | Director, NIELIT panel discussion with Directors from
Guwahati & Shillong | NASSCOM, STPI, NIELIT and KEN
: Faculty Development Programme
E-Resources and Students Centric : : |
29 Dec,2020 Director, NIELIT organised by Pravabati College,

Teaching Practices

Guwabhati & Shillong

Mayang Imphal, Manipur
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News From Haridwar Centre

Free Awareness Programme for Senior
Citizens/Housewives on ‘Use of Mobile Applications
for Digital Payment and e-Governance Services’

During this time of anxiety and uncertainty caused due to Covid -19 pandemic, people are
facing various socio-economic barriers and digital literacy is a good way out to overcome
this. Adhering to the thought that “Contributing to the Society is our duty not charity”
NIELIT Haridwar has continued to conduct “One Week online Awareness Programme” on
“Use of Mobile Applications for Digital Payment and e-Governance services” absolutely

free-of-cost for “Senior Citizens/Housewives”.

This programme is targeted to make senior citizens/housewives aware of the various
e-Governance services launched by Government of India for the benefit of the citizens, with
an objective to pave away their fear of using digital mediums. It is one week programme
conducted for in online mode for one hour each day.

The programme proved to be very successful and the participants were able to fetch good
knowledge about different government and non-government online platforms as well as
about the precautions and security features necessary for safeguarding against
common cyber frauds. As per the feedbacks received from the candidates, they feel
more confident now and wish to take up various tasks such as electricity bill payment,
generating Jeevan Praman Patra, gas booking, e-Hospital registrations, etc. from the
ease of their home through digital medium. A total of 75 Sr. Citizens and Housewives
have been benefited through this programme during Oct-Dec ‘20.
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News From Calicut Centre

FPGA based Embedded System Design
Covering Swadeshi Microprocessors

NIELIT Calicut has conducted Instruction
Enhancement Program (IEP) on LMS based
Embedded System Design on FPGA, Covering
Swadeshi Microprocessors from 5th Oct-2nd
Nov and from 30th Nov-11th Dec 2020. The
programme is funded by MeitY and was
conducted in line with the Swadeshi
Microprocessor challenge announced by MeitY.
The main motivation of the IEP was to promote ‘ﬁ:

and build Swadeshi processor based 1!
embedded system design ecosystem

throughout the country. Under this I[EP o 7/ | .

programs, NIELIT Calicut has established a S -
remote reconfigurable embedded system
design lab and have trained more than 1500
candidates in Swadeshi Microprocessor based embedded system design.

IEEE Workshop - Robotics and Automation

IEEE NIELIT Calicut SB jointly with Robotics and Automation Society chapter of |IEEE
Kerala Section hosted a webinar on “How to publish a quality Technical Paper with IEEE”
on 29th Oct ‘20. A total of 400 participants attended the program, from across India.
Dr. Dhanu kumar Pattanashetti, Senior |IEEE Client Services Manager, |IEEE India
Operations Center, Bengaluru, Served as the Resource Person.

Customized Training for Larsen & Toubro
- Hardware Design

NIELIT Calicut imparted training to 17 employees of Larsen & Toubro on Electronic
Hardware Design Flow on 30 Sep 2020. The classes were handled by Dr.Jayaraj U Kidav
, Sci./Eng. ‘D’; Sh. Nandakumar R, Sci./Eng. ‘D’ and Sh. Manoj Kumar MK, STO. Larsen &
Toubro has shown great appreciation in the programme.

Industrial loT

NIELIT Calicut was part of industry-focused training program in the area of Industrial
loT (lloT) organized by Wipro 3D that was held during 17th -23rd Dec ‘20. The major
topics covered by NIELIT Calicut were Industrial loT Communication Protocols, Node,
Data flow from edge node device to Gateway database, IloT Networks Security and
data Encryption, loT Dash boarding, Data Analysis and Data Analytics principles, Data
Visualization and Analysis, Artificial Intelligence, Machine Learning and Deep Learning
Case studies etc. Sh. Rajesh M, Sci./Eng.'D’, Sh. Nandakumar R, Sci./Eng.'D’, Ms. Vimala
Mathew, Sci./Eng. ‘E’ and Sh.Prasoon KG,Pr.T.Owere the resource persons. I
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Techarat

Explainable Artificial Intelligence

Introduction

Artificial Intelligence (Al) is a technique towards making the machines intelligent on the basis of certain
advanced algorithms and the frameworks. The machines do take actions intelligently but even if their actions
are neither desired ones nor optimal ones then also they do not provide the reason/justification behind
taking the particular action. Explainable Artificial Intelligence (XAl) is a technique or set of frameworks and
the tools that make the human being to understand and interpret the predictions that can be made the
applied Al model [1]. It violates the Black Box concept of Al where even the algorithm/Al technique designer
themselves are unable to explain or justify the reason why Al took particular action. Using XAl, even machines
are made accountable under right to explanation. It helps in improving user experience for Al products and
also helps users to trust that the Al enabled machines are making quite good decisions [2]. The goal of XAl
is to make cooperation between Al and humans since humans are to accept Al generated prescriptions, so
they need to trust them and the trust can be gained if proper justification for particular prescription be
provided by Al enables machine.

There are four principles of XAl to be incorporated as per NIST (National Institute of Standards and
Technology [6]): 1] Explanation, 2] Meaningful, 3] Explanation Accuracy & 4] Knowledge Limits. Because of
explanation-oriented approach, what-if tools are gaining more attention as they provide exploratory analysis
towards this. Popular Deep Learning libraries have started to include their own XAl libraries, such as Pytorch
Captum and tensorflow tf-explain. Furthermore, the interpretability assessment criteria (such as reliability,
causality, and usability) helps ML community keep track of how algorithms are used and how their usage can
be improved, providing guiding posts for further developments [3]. The figure-1 can be seen to know the
issues and the challenges to be faced by XAl along with the future prospects.

Apart from being used in Medical, XAl has also found a shining path in the field of Image processing,
captioning and predictions were generally two parts are being used to make XAl functional:

Generation Part:

Generally based on Convolutional Neural Network (CNN)/Recurrent Neural Network (CNN) encoder-decoder
framework. The encoder extracts a feature vector for the full image, and the decoder generates the words
using the feature vector.

Explanation Part:

XAl is mainly used in the explanation part. It has two major roles depending on whether the generation part
is in training or inferencing stage. During training, the explanation part generates loss, an image-sentence
relevance loss, which digitises whether the generated caption considers the objects in the input image well.
The objects are extracted by using an object detection algorithm. The more the generation part is trained,
the better the model can generate a caption considering objects. During testing, the explanation part
generates the weight matrix for the regions extracted from the input image and words generated from the
generation part for the image. Each weight value represents the relevance between the object and the word
in the pair. The explanation part has two components: (i) the region-word attention model and (ii) the
interpretability enhancement (IE) model. The region-word attention model generates a weight matrix using
the regions detected during object detection and the words in the generated caption. The |[E model
generates the image-sentence relevance loss using the weight matrix to assess whether a caption/other
features generated from the generation part well-reflects the objects [5].
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Conclusion

XAl is exploring other fields e.g loT, mMTC, URLLC communication however it has found extensive usage and
applicability in the area of medical sciences. It is the technigue which may be incorporated with all existing

or to be explored technologies. With this, the trustworthiness of machines increases, as the machines are
being made accountable for their actions.

( Perspective Interpretability

Formulas only heunstics

Interpretable “evidence”™ not useful technically for
further algonthm and development

Heatmaps pomting to relevant medical indicators?
Medical knowledge incorporated i algonthm

Verbal
Text interpretable, generators not
Architectures less explored w.rt XAl e.g. LSTM,
RNN
Embedding optinuzation not explained

» Ewidence and explanation are mathematical artifacts.
»  Pure mechanism research hard to justify.

> Global vs locality
-

Medical NAL
Climcians clearly
made their specific
XAI needs known?
Are the
umplications of
XAI methods’
possible flaws
understood?

Figure 1: Challenges and Future prospects of XAl in Medical Science
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Utilization of 1oT with Smart Mobile
Application Development

Introduction

Internet of Things or loT refers to the connection of physical devices or things with network. This
technology has a huge contribution now a days in the diverse application areas[1]. In rapidly changing
scenario, mobile applications are considered the best way for marketing any work or business digitally.
The present study focuses on the utilization of loT with the smart mobile application development.
Mobile applications running on smart devices are important Supporter for internet of things. The study
focuses on the integration of physical objects and external services for data and application
management.

There are various types of mobile applications available now days which support loT components, for e.g.
- BLYNK app. BLYNK or any other application are designed for some specific purpose. So instead of using
these types of applications, developers can create their own mobile applications for more specific purpose
or according to user’s requirement. For ex. Variation in environmental factor like temperature and humidity
can cause to various diseases in plants and crops. So,there could be a possible solution to monitor the
field’s temperature and humidity level to control the diseases in crop. For this loT components like DHT11
[Temperature and Humidity sensor], ESP8266 wi-fi transreceiver are used with Arduino. Google firebase
provide the platform to connect and manage the mobile application data online with |oT sensors.[4]

2 Temperature and
humidity monitoring
using sensors and
mobile application

Field’'s Monitoring using loT Components and Mobile Application[5]

Summary

As it is known now days, every person wants to control the “things” by just a click or touch, this study reveals
the utilization of loT with mobile application development. The things are sensed and monitored by loT
components and related input data will be managed and controlled by supported mobile application.In a
nutshell the present study describes the role of mobile application to control the things with the help of loT
Components.
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Big Data and Hadoop Security Issues

Introduction

Big data is a collection of data that is huge in volume, yet growing exponentially with time. It is a data
with so large size and complexity that none of traditional data management tools can store or process
it efficiently. This data can be generated from various sources such as social media, audios, photos, log
files, sensor data, applications, web etc. Processing or analyzing this big data or extracting logical
data is a daunting task. There are many Big Data processing solutions, but Hadoop is one of the most
widely used technologies. In this article we will discuss the security issue that arises in the Hadoop
Architecture base layer called the Hadoop Distributed File System (HDFS). For distributed application
frameworks, security issues come into play when a large amount of confidential information is stored
in an unencrypted database or in standard format.

Hadoop

Hadoop is an open source Java Framework technology that helps in processing large scale data at low
cost, high fault tolerance and high scalability. Hadoop handles large amounts of data in a structured,
semi structured and unstructured format.

HDFS architecture

HDFS is a reliable and distributed file system in the Hadoop framework environment. A Hadoop
framework contains one Name node and many Data nodes. Using Commodity Hardware provides
unwanted large data storage with low latency where it performs tasks such as "Write Once, Read More
Times”. The HDFS Architecture is shown in Fig: 1

Master Node Slave Node Slave Node

TaskTracker TaskTracker TaskTracker

e
MapReduce layer JobTracker I
S

Figurel : Hadoop Architecture

Security Issues on HDFS

HDFS is the basic layer of Hadoop Architecture containing different classification details and is very
sensitive to security issues. HDFS does not have appropriate features in managing security issues. The
risk of data acquisition, theft and unwanted disclosure occurs when embedding data in a single
Hadoop location. Repetitive information is also unprotected requiring additional security to prevent
breakage and vulnerability. Particularly Government Sectors and Organizations that never use the
Hadoop environment to store important data due to low security concerns within Hadoop Technology.
They offer security outside the Hadoop Environment such as a firewall and Intrusion Detection System.
Some investigators have suggested that HDFS in the Hadoop area is securely restricted to prevent
theft, being compromised only by encrypting block levels and individual file systems in the Hadoop
Environment. Although some researchers encrypt the block using sites using the encryption process
but no complete algorithm has been stated to maintain security in the Hadoop Environment.
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HDFS Security Solution with Kerberos Mechanism

Kerberos is a network authentication protocol that allows a node to transfer any file over an unsecured channel
with a ticket tool to verify their unigue identification between them. This Kerberos method is used to improve
security on HDFS. In HDFS communication between the client and the name node is available using Remote
Procedure Call (RPC) and communication from the Client (client using HTTP) to the data node is obtained
using Block Transfer. Here Token is used to verify RPC connections. If the Client needs to find token methods,
the client uses the Kerberos Authenticated Connection. A Ticket Granting Ticket (TGT) or Service Ticket (ST)
is used to verify a hode name through Kerberos. Both TGT and ST can be regenerated after prolonged use
while Kerberos is regenerated; the new TGT and ST are also released and distributed throughout the operation.
Key Distribution Centre (KDC) issues a Kerberos Service Ticket using TGT after receiving a request from work
and network traffic is avoided at KDC using the Tokens in hame node, only for an extended period but the
ticket remains unchanged. The big advantage is that, even if the ticket is stolen by the attacker it cannot be
renewed. Fig: 2 show a view of the design of the Kerberos key distribution centre.

Korberos Koy Distribution Contor

1:Authentication 2:Authorization

Cot TGTY CGol sorvico kol

3:Service Request

Sl s0rvice sosR0n

Figure 2 : Kerberos key distribution centre

Findings

This document discusses the Kerberos Mechanism for obtaining data from the Hadoop file system that
is being distributed. This method is used to access data blocks properly and only by an authorized
user. In the Kerberos Mechanism, Ticket Offer and Ticket Service play a major role in providing security
by name node. If a client wants to access a block from a data node, they must first contact the name
node to identify which data node contains the block files. The place name authorizes access to the file
permission and issues a token called Block Token when data node verifies the token. The data node
releases a token called Name Token in which it allows the Name node to enforce access control right
on its data blocks. Block Token allows a data node to see if a client is authorized to access data blocks.
Block token and Name Token are returned back to client containing data block at their locations. These
methods are used to increase security by preventing unauthorized customer reading and writing on
data blocks.

Conclusion

This article outlines Big Data security issues to increase security in the Big Data and Hadoop
Framework. We can improve the security of big data by using the Kerberos Mechanism method in the
Hadoop Distributed File System which is a layer in Hadoop, where it contains a large number of blocks.
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Blockchain Based Supply Chain Management

Introduction

Blockchain is a much talked about technology as many industries and people think that the use of blockchain will
disrupt the industry. It is definitely one of the most disruptive technologies that came into existence since the start
of the Internet as it is bringing drastic revolution. It is the main technology behind bitcoin, ether and many other
cryptocurrencies which are prevalent today. This article describes the blockchain technology and further explains
how the Supply Chain Management may undergo a revolution by the use of Blockchain. Companies like IBM have
already started working on blockchain through IBM’s blockchain for supply chain.

Blockchain

A Blockchain is a type of decentralized and distributed ledger which maintains a permanent and unmodifiable
record of transactional data in a chronological order. It stores the transactions in a growing chained list of records
which are called Blocks. Blockchain provides confidentiality and security by using cryptography to link and secure
the blocks. Blockchain can also be applied for keeping records in a secure way across distributed network and
make the data safe and indestructible. Blockchain in the future is going to eliminate corruption and remove role of
third parties by eliminating the various intermediaries involved in different processes[1].

¢ Decentralized: All nodes have copy of the same data which is distributed across peer to peer network.

¢ Cryptographic Facility: Provides immutability property and tracking the chains of data and transactions over
time. Keying works by using public and private keys for encryption and decryption of the transactions. Hashing
allows chaining of the blocks in an immutable sequence.

¢ Consensus Mechanism: Integrity and quality is provided through the mechanism of consensus which ensures
that transactions are encrypted and enforces time sequence of adding of blocks in the chain [2].

Figure 1: Typical Blockchain structure

In a typical blockchain, each block typically contains three elements, a Hash pointerwhich is a link to the previous
block, a timestamp, and transaction data (Fig 1). The first block known as genesis block will not have hash pointer
to previous block.The blocks are added to chain with transactions on user request. The block is broadcasted to all
nodes in network, once the block is validated the block is added and transaction gets verified and executed.

P .

A user " Ablock with
requests for the

; b - :

" All the nodes NN N y The
broadcasted validate the The block is transaction
to all nodes block and added to the gets verified

in the _ the chain
network '
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Figure 2 : How blockchain works
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Supply Chainh Management

The clothes that we wear, phones we use in day -to -day life,
products we use in daily life go through many processes
starting from confirmation of the order to the product being
delivered.The processes like collecting the raw material,
information, proper resources, manufacturing, shipping and
then finally delivering the order that require organization
with a number of people. So this whole process is called
supply chain as all processes are connected to each other
(Fig 3). The management of this supply chain is called supply
chain management (SCM). In simple language flow of the
finished good from the origin to the point of destination is
supply chain management. The components in the supply
required chain are Natural resources, Material, Ingredients
and goods, finished Good, Retail and E-commerce, Costumer
or consumer, Return or refund.This article explainsthe use of
blockchain technology to make supply chain more
productive and efficient.

Blockchain for Supply Chain Management

Figure 3 : components of SCM

¢ Provenance Tracking: As the organizations and companies have many elements that are part of thesupply chain

management, it is difficultto track each and every element. This sometimes leads to consumer issues about the

product and its quality. However, using the blockchain, track on every product and its complete history can be traced.

e Detect frauds: Blockchain also help to detect the fraud in any part of the supply chain.

¢ Cost reduction: By using blockchain the cost factor also gets reduced as the blockchain eliminatesthe middle

man and intermediates which causes frauds or product duplicity.

¢ Immutability: Immutability means non-tampering. The data in the blockchain cannot be deleted or tampered

ever. So this will make data secure and immutable.

e Transparency: The public key of the chain remains available publicly whereas transaction data is hashed. The

identity of the person along with data remain hidden using cryptography hashing function. This hashed data

remains available to all increasing transparency.

Advantages of using Blockchain based Supply Chain

Application of blockchain in SCM

Identity

Figure 4 : Application based examples of blockchain in SCM

Transaction
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Immutable records storage in blockchain

» Removal of middle man or intermediates.

« Easy to track the product from the day of manufacture till the end of life.

* Provide transparency to the consumer.

« Helps in providing all information about the manufacture process, assembly and delivery of the finished good.
« Reduce cost and delivery charges.

* Increases trust and transparency between seller and consumer.

The application based examples[3] of Blockchain technology in SCM spans across Asset Management, ldentity
Management, and Transaction Management (Fig. 4).

+ Asset management has applications:-Smart product loT configuration, Digital right management

« |dentity based blockchain applications in SCM give advantage in Identity Management, Dynamic Smart Contract,
Part Quality Records.

» Transaction based applications in SCM have Inventory control transactions, Supply Chain Traceability and
Product origin assurance.

Conclusion

The blockchain technology can be used in many industries such as clothing, food, mobile, medicines etc. to
strengthen the entire Supply Chain and efficiently track and manage the products. The blockchain technology will
eliminate many problems in supply chain management. It will be de-facto standard for the bright future of SCM
ecosystem.
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Salp Swarm Algorithm (SSA) based VM Migration
Strategy in Cloud Computing Platform

Introduction

Cloud computing has emerged as a mainstream service-oriented architecture [1]. Cloud supports efficient storage
and processing of huge data due to its scalable nature and availability of huge infrastructure. However, large-scale
applications of cloud computing brings increasing number of tasks and surging amount of workloads [2]. Due to
different computing capacities of Virtual Machines (VM) and uneven task scale, some computing nodes within
cloud may be underutilized while others may be overloaded, resulting in unbalanced load distribution [2][3].
Therefore, it is imperative to spread the loads across computing nodes to take full advantage of cloud computing
system and consequently improve user satisfaction [2]. As cloud computing is increasing, and clients are
demanding various services and optimal outputs, Load Balancing (LB) plays a significant role in cloud computing.
If several tasks are covered on certain nodes, tasks could be converted from heavy-burdened nodes into
light-burdened nodes for mitigating the waiting time of tasks, which is known as LB [4]. This can be achieved by

carrying our virtual machine migration optimally.
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Vm Migration Strategy

The cloud model comprises of various Physical Machines (PMs) for solving the requests from the users, and a PM
has the collection of VMs for processing the tasks dynamically. The VM in the cloud is utilized for reducing the
bottleneck problems arising in the cloud platform, and also, the virtualization improves the speed of operation [5].
Here, the set of VMs is controlled by the PM; the cloud model has the load balancer, which constantly checks the load of the PM.

Figure 1: VM Migration Strategy

When the load of the PM exceeds a threshold value, the VM is said to overload PM, and the load balancer migrates
the underloaded VM to PM which has overloaded VM and vice versa to balance the load of the system. Fig.1.l.
depicts VM migration strategy in which VM consists of various data chunks such as C7,C2,C3,C4,C5,C6,C7,C8

Problem Formulation

We consider that there are total K virtual machines which are processing data which are represented as
V= {V1,V2,..,Vk}. Based on memory and CPU utilization, current load of each VM i.e. Load factor is
evaluated and VMs are classified into overloaded and underloaded category.

After effectively classifying overloaded and underloaded VMs, the next procedure is to select the
appropriate VMs from the underloaded machine for the migration which shall help to maximise the
balance of resource utilization. If the VM exceeds the threshold value, then the VM is migrated to the
underloaded VMs, and the suitable VM for the migration is assigned using optimization algorithm. An
efficient VM migration strategy which is based on Swarm Salp Algorithm (SSA) [6] is applied to perform
VM migration optimally. The best VM migration is evaluated based on the metric such as resource
availability (Memory utilization & CPU utilization).

In this work, mean value of load rates of all the currently running VMs is utilized to measure the load
balancing effect of the system and is expressed below:

mean(Load_factor) =~:—' Z’Zl(l,oad_factor(vj)} (1)

Where m is the number of VMs currently executing tasks.
Also, we have evaluated the resource availability state of the system which is defines as below:

VMs)= =¥ (€; —CU) e )

Where Cj indicates jthVM and CUj signifies the utilization of capacity in jth VM.,

The steps considered in the proposed strategy to choose optimal VM for initiating migration are described
as follows:

Algorithm VM Migration strategy using SSA
1: Initialization of population;

: Evaluation;
2: Calculate fitness for each solution using Eq. (3) : end while

3: while(count<= maximum number of iterations) do return best_sol;

0 N O U

4: Location Update; : end
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Initialization

The cloud model comprises of various Physical Machines (PMs) for solving the requests from the users, and a PM
has the collection of VMs for processing the tasks dynamically. The VM in the cloud is utilized for reducing the
bottleneck problems arising in the cloud platform, and also, the virtualization improves the speed of operation [5].
Here, the set of VMs is controlled by the PM; the cloud model has the load balancer, which constantly checks the
load of the PM.

Calculation of fithness function

The fitness to choose the suitable VM for the migration from the overloaded VM to the underloaded VM is done
based on the fitness function. This work defines a maximization fitness function, which is formulated based on the
mean value of load _factor and the Resource Availability. The fitness function is expressed as follows:

Fitness = (1 — mean(Load_factor)) + RA(VMs) ----------==--=-mm-mmmmmmmmooo o (3

The best solution best_sol is the one which has maximum fitness value amongst all the solutions. Calculate the
fitness value of all the solutions and put the solution with maximum fithess value in best_sol.

Location Update

For location update, the solution is classified into two groups, such as leader and followers. The leader is nothing,
but the salp at the front of the chain, whereas the remaining salps are considered as followers. The update
equations used are as per the equations given in SSA algorithm [6].

Evaluation

Calculate the fitness value of new set of population derived after location update. The best solutioniter_best_sol is
the one which has maximum fithess value amongst all the solutions in a particular iteration. best_solis replaced by
iter_best_sol if the value of iter_best_sol is better/greater than best_sol.

Conclusion

This article proposes an approach for load balancing in cloud computing environment using optimization
algorithm, Salp Swarm Algorithm (SSA). In the developed approach, local migration agent is utilized for
monitoring the memory and utilization of resources in the cloud continuously and the load are balanced by
migrating the VMs to the PMs, based on the requirement of the VMs to complete a task assigned.
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Cell 1 d91a #xd 2 | Ao USHT 9 o9 &ld @ 3R 3avely &xd & arfe a1 Suahradaisi &
AR AT IA © A1 899 99d A Y2 | U Cell &1 smeR &8 aRal 1) AR $xar 2 o
fo wimfas aRRufar @M, vers, wifeal sanf'), emuar &1 = (@rhr ar 8 a9) i
SHEIT 9+ |

ii- 1979 #« <iaat ¥ = Sofiume 3k e (NTT) gRT Aiegd dedd — @) Ul diel
1G <= & 1 | 1983 o, amRa&r 3 A 1G Hared & wo @ &t 3k AeRar &1 sEARS
Ugdl ‘HIegd B 4 9 S 99 17| 16 d@ie d dave @i o7 R @i &1 guiar 9 a9
off | dfa #l ufspe &1 foy w1y o, gufery @1 W gar =8 off |

iii- fidls 4 2G w9 Acaa wiifés GSM #Fa® W= smenRa o1 1991 74 g% fHar sk 1 S
@& Analog adia 4 fSfoied & Souiaa #wfas &1 w=xar @i fear| fefies araw aiad are!
e o 3R Ugell 9R, did Ufspe fhar o daar o1, @ 3m+ B .y [SMS] Picture sz
Teerfifsar @awr (MMS) A9 aad o |

iv- 2001 & NTT DoCoMo gt 3G @i <ii-a fbar ar o1 3R g9 SuaiTsdaian i gian
& fed f T @ ST vedw s A wgw 99| gud difewt s R, difsar T ek
Adl W IEra (S whigy) ol 98 A9Ri &1 3ga g3 | 2002 #, sdwdd di=a fear &
oT, 3R gH! ufke fazivare 3G FAfeefad w smenRa off | 3G @ I 3 A siftw gsT@
2007 # iPhone &1 diva <@r f5a+ didisd @ g1 @ 9ad &) @ faan)

V- 4G &1 ugell aR 2009 ¥ idpeH, Wisd AR 3x<l, Jid A ora fear war| g8 df=r e
galey e (LTE) 9@ o JrenRa o1 3R 59+ S@d [oradr darad difsal T &1 gab arafaddar
g1 fear | 4G ufa s 1 GB a @) €l e &) 9adr & | eeiie 4G 93T &3+ & o
favly feoirse @ #AleIsel SUSUN &) AMa¥AHar ysdl & | I8 Apple Company @ Sga &
48 ¢a gEa SR AT Siife gf-Ear &) gl feferas Siek au-l 971 =i |

vi- 1 fegar 2018 &1, sférer «ikar 5G (uradi idY @ Al aRRAYE A1®) 1 WIS B
91T 9Bl < 99 1| 5G #, d4gex d@-a &f 20 Gbps @ d™RA¥ dcad A e B
foe gueagds Gt fear T 2, e Aege o) 8 1 fiass ar sud #f o9 8 o
| T3S SeA R WivedIR IRANG deas (SDN) st aa-iial 71 5G -icas i 3iftrs G
3R ®9 wdlel g1 faar 21 5G @ s &7 44 2

a) ABC (Always Best Connected)
b) ASR (Always Sufficient Rate)
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Q2- 5G &1 @1 BrI<er s ?

5G @l auig 9 USI ded, 2¥iHiey iR I8 a@ & Iborex o SuSHIvT 3iFdE os &1 |
SUANTHAl Udh ATERT VU BT SYANT P 39 SUGIUN Pl X 9§ ST &xa A w&d gl |
gdife, 5G U& a9 Aldisd dead A1 3 wie w9 function ¥ & afte 2| A &
Vertical S=ivit & 989 o g &3 A3 9d13il @) YOI d3 4 A Weg fyef S| oo

I- fafbcar srra 4, Rifvcres—A—fafdcas avmed, e’ R fFeREd sk Aifsar—smeRa SdmfeRm
il

ii- Oep—grefadT R A, a1 &1 @Ra faaver 3= dgax 3y gfda s=r S|

lii-geeaml # Imuradbrel Aaren o doft ¥ dardt @Ha &)

iV-dacs HER Sl WIHfad AT &1 Siea gal Mgl IR Aara- I |

V- amarasres Reafa ufafear & dsht @@ iy wwefa o33 @ fay g9 & yq@ U1 94
ST |

vi-feftea ufaafaa ol a9d 4 ugd arxdfds @299 QWi & 9 4 ddra-l <1 |

Q3- 5G @ SRl @ IR A FT &I 91 ST STH8 2:

5G @ sy & IR A I8 7 = 9 AT 96 2 |

i- 5G 30 & 300 GHz & da Frequency Wagd W 3Indfed "fiefifier a¥m” ar "ag
wavelength fsal dAadl” &1 IUFRT &Rl 2 | A a3 A dl ddl g @ 1 Y Gl @
AR T & NaRY § Uy R FHdl & | I T 3R wicy grRr A Irar) A @efia @ orh @ |

ii- ST g8IRd & 3R oTa &3 & fag "sic d@d efax’ 200 & 1000 wic @1 & & #Hiax
Terfua fey s arfs Rvaa fasm Fading @ &4 w99 a& aEr &34 § 9&9 81 | 56 4=
®Y A 99 ©IF & 9y 9arR a1 @ fae [High Power] Low Frequency craxt @t
e R [Low Power] High Frequency Small Cells & @ 9 &1 &=ar 2 |

iii-Data Traffic Signalling &1 swareq @ fag, "fwwifT’ o1 SumT 8l A9 4@
SuaTHal & Wi Ier AvA @ fag fear wmar @ | gfe Rewa afte $faa @, safeag
¥ Interference #Y &9 &R QM|

iv-gfe sic Cell ¥ siffrs Antenna werfia féy g, 5G MIMO a1 "#edluc—saYye
Aeciud—anseye’ &1 awefa o, ot feet ff w3 ¥ Signal w9+ ik wa &= 4
[ET B |

v-5G HAedd #, ST &1 Us & Frequency &1 SUdlT oxa 49 € IE giadiad v yailka
R urw fear <1 g@dr 2 |

vi-5G deaas Slicing ¥t gfaen] gee = udar @ vwi 4A& Slice wuE=l &1 g9ic foy
fa=r e faf¥rse Aar yem &l |

vii- "sm@iea Building Block Protocol @ik System"” ux faszar sem @ fag, 5G

Swa—wa Network Functions @ fav Software &1 Sy «xar 2 oif ugd #ifae
SusRvl gRT fHy wird o |

Q4: w1 5G wrdwif e @R & fav sfeR® 8 G&ar &7

I-®fe 5G High Frequency fieifler Radio Signals &1 Sudi &xar 8, Sigl &g Bic
Cell @t & fear ¥ zenfia gd € | 9 fafecas & o daeh 2d & 6 FRax
Radiation @il &1 &y ygdr G&dl ® |

ii-gretife, WHO (fava wared Heq) ) &1 wel @ & aus AU & didvq, A9 dd bis
a8 & & "fre wR @& faga o 83 & Gud H 11 AMd WRed & forg SRS 2 |
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lii-grfrere AT a¥vt, wr fever ik veg— fexon @) ¥9 & el & |

iv-5G #Arg®ida ¥W @) A RN BT SUAMIT Har B |

V- 3@ 3T, ATgshidd 3ad @ faudia (S Ao s @ fov Swa ol &1 SYAIT &al 2),
5G @ Small Cell feat wadal &1 yaiRa &3 3R urd &3 & fav &9 Huf &1 STIhT
B 2 |

Q5: 5G @ 3 &€ Cyber security @ fov foa ave & challenges s a@&d 2?

PSR & giealvr |, 5G UH1e @) Ud 99d @ a¥e 2, ofdbd Wisey gan gfealr 4,

5G 1% ¢ UR & AIsd-J§ P (o UH ¥Yoia4 #]H 2 | do dcdd 4 »ad Hackers &

Gar I 9¢TdT 2, I8 I @ dofl 9 baE # Hl ggms gar 2 | 5G daet & fag gran

a9 d& gl 9918 off 9adl o9 aa f& Network &1 g~=mdt ei=ar asiqa = 8 |

i-uruRe “easd d, Function Network Elements (NEs) @1 gr&1 &% 8< d& s9 91d
w® iR et @ 5 S99 wifas s@1sal e g ¥ fHafl el ave 1w & "ad! 2 |
glaife, 5G #, g &M g &, Ffe "Virtual Function Network Elements
(NEs)" Cloud-—3menfRa s=hegdar uX &I |

ii-5G s=a W@ Network Functions @ few Software &1 Suar &xar @ i ygd #ifas
SUH gRT fHU S1d o | U 8GR ol Acdd &l J4fra #3191l divcdar & Az &
A% 8 SR 98 dedd & o FEafa o319 4 9%d 8 SR |

iii- sad &3 Gg 712 2 f& Software Defined Network (SDN) eiufiwe gear il
argd Configuration @) dgax 591 & suAif 2 | dfe 5G R fsoisa & SDN
Flow table @1 gzféa ik ¥ yad= 41 3mawas 2 |

iv-5G grar fesirga # Virtual Network Slices &1 sieiT—eliT &%, - &R+ 3R gdfda
& D e 9gd Agayuf 2 |

v- 5G vvrrell W, giadda sdrics ufve o8 (UICC) ik gfade dsasmizar Agsiedd
disge (USIM) & wreas 9 "fazara @@ @iar 2" | siaifes, i Trust Model &1 gxféa wu
d AT s @ fag 9 Hardware siik Software @ fasra @t smazasar 2 |

Vi-5G # grem & fav ve g snifes gamfieser gomelt St "veaE @1 9 3R SR
% "sAfIpa ugd’ & Ud Gl @ DY AMTALIHAT B |

Vii-"g0faa g o uR Aeas s gui e @R (ENISA) 3 aareh < 2 fo gfe
gada Signalling Protocol (SS 7) 2G, 3G 3k 4G dcas & fay fasfua fey g
£, IR 5G “icad A SHT SUANT fHa1 Wiar @ df J7 gxfea wifea 8 wad € | gaferg,
5G Aca® @ gR&AT & Ao 39 UlCIaid &l AusST 3N YAAd S Maeas 2 |

viii-grerife, gfe 5G g&a wu @ Software ik Cloud-—amenfRa 2, sufeay Data musiaar
UGTH BT ATHTE BT |

Q6: 5G damiiT @1 gr&r & fay @ dard §r W@l 2?

Aard 2019 & JRIf i g1 o RieilRenl @ smeaR o) Rida 69 & 9w sl 4 5G

Network gzam @ wufad Wifed Joai®-" tX tsd Report ol @ frae 8 y&=&a fdg 2:

I- 5G SUBT & Uad IMYfddal T ITANT H3 & AHIfdd JHa= (G A= e e
Huawei dcas s%hRgdar) oM @1 ayfdaal & aaaafie dadrg ax fAdzar @ are—arer
TREAR ATgeH Bl Iy, Acdsd & gHard) e ik Malware @ swdl afea sFal &l W ad
amyfital ux ot fonfwar |

li- SuHRT gerdr @1 wfafaferal § sy sxsu & GHifad FHraHr |

lii-fasare @1 argfaa Software fasa ufshame @ &R HARAET W9a 2 |
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Iv-5G gfrardl g @) fafr=1 axal @ @ifial & R ggayel Applications 3 fUse
aXars ¥ Ugd 699 |

V- 3R "edd ey’ woiqdl 9 yora 3 wifdra T 819, S9a uRvimeawu Data Leak =t
Hhdl B |

vi-gdar 3G PP (3rd Generation Partnership Project) a9 ©il = ®u ¥ #Aldisd
SAIBIT Hieldlid R @ 8ld 2, 5G @ gHlfaal &1 ¢ avg 9 999 98 & 9ad ® |

Vii-5G @1 93 YREAT ATqLIHATR] i JH db AT FWR UR WAk, dIR 3R UR—T ST qTdbl
2

Q7: 5G cas & geihicyd & dat @t gfe & 3y @ur gsna <A1 A

IR AIgeR W BresyE & M w 5G &1 fmbor & g w fwi s o 2 | REar
faumrr (DOT) 3k wRdla AR fFrams wiitisor (TRAI) 5G #Hcsl & aMdidd d31 &
fag EU ¥ 3ro9 a9aal @ 9 &1 9% @ & | $B gad fF-gar 2

I-U® A3 PluRe ¥pfa Bl ARy Sl Hisar SIRaH &l U AP HURS Hdd & ®U H AT
Vily |

ii-5G W AIgER B WiFedAR gl B ; 9% WiTcddR YRET & U1 HIScY HXA & AN B
gt |

lii-aft sufi <t 5G faaRa ¥ 3R 98 M @ dis a1 8Idl ®IF dufal 99 N afsba
HIZER & RIHA o |

iv-Software—3mRa A4ad ueH &3+ drell dufai &R [¢ Project & fev f&d o ara
Design 3R SWIRT # WiseY & aWd WU 9 aiHferd & |

V- SUHIHRII P AZaR Y&l & dR H $F SIFTGHHAl & AR I idgie 21 2 | "9iwor defein’ ol
e, JAfRPd el gIRT "AISeR Y& ddfei HIol Sudnfl wifad snfl |

vi-g¥ dfba ®u 4 3G d& IR uid-RRM Uieiae (3GPP) @ wrer SsA1 9y, S a SERT
e 2 ol yauHfa & R R g dax 5G & feag w9e afeT ufbar & FrRiffa swar 21
adar ®, 399 A 5G Sy &9 Huawei 9e9 3iffe aie  © <& 2

sanjeev.gupta@nielit.gov.in
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