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1. (a) Discuss how cloud architecture layers and models, specifically IaaS, SaaS, and
PaaS, serve different needs in the tech industry.

(b) List down the different applications of cloud computing and IoT in the field of
agriculture.

(c) Describe the function and significance of low power microcontrollers and ARM
cortex M series in IoT devices.

(d) Analyze the role of IoT connectivity options like NBIoT, LoRaWAN, and WiFi in
developing robust IoT networks.

(e) Outline the key considerations in choosing between IoT Open-Source Frameworks
versus Commercial Frameworks, particularly in terms of security and scalability.

(f) Discuss how IoT and cloud technologies are transforming manufacturing,
particularly through digital twins and predictive maintenance.

(g) Evaluate the interplay between cloud computing, big data, and IoT in enhancing
operational efficiency and decision-making in industrial IoT.

2. (a) Describe various cloud computing platforms and discuss how they differ in terms
of features and functionalities.

(b) Analyze the main security and privacy challenges faced by cloud computing
environments and suggest potential mitigation strategies.

3. (a) Discuss the role of virtualization technology in enabling cloud services, including
the significance of containerization.

(b) Compare the service models of cloud computing: IaaS, PaaS, and SaaS, providing
examples for each.

4. (a) Discuss the criteria for selecting IoT gateways and the importance of gateway
devices in IoT networks.

(b) Explain the process of integrating and managing various microcontroller
peripherals (like timer, GPIO, ADC, PWM, DAC) in IoT applications.

(7x4)
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(9+9)

(9+9)
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5. (a) Give details of the advantages and limitations of different IoT connectivity options
such as NBIoT, LoRaWAN, and WiFi specific to IoT deployments.

(b) Describe various network topologies used in IoT and their implications on network
design and scalability.

6. (a) Discuss different components of an IoT architecture and explain how they interact
within an IoT ecosystem.

(b) Discuss the significance of IoT analytics life cycle and the role of data analysis in
deriving actionable insights from IoT data.

7. (a) Explore the role of IoT and cloud computing in enabling smart agriculture,
specifically focusing on advanced technologies for soil texture mapping and health
assessment.

(b) Elucidate the integration of IoT with cloud computing in the healthcare sector,
emphasizing models for IoT healthcare systems and the importance of data
security.

(c) Analyze how the convergence of IoT, cloud and big data technologies are driving
innovations in Industry 4.0, especially in remote monitoring and digital twins.
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SPACE FOR ROUGH WORK


