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1. (a) Define Cyber Forensics and explain its role in modern investigations.

(b) Describe the key rules of Computer Forensics.

(c) Explain the importance of digital forensic laboratory accreditation standards.

(d) What is Steganography ? How is it used in concealment techniques ?

(e) Discuss the role of network forensics in identifying cybercriminal activities.

(f) Explain the process of recovering deleted files and partitions in forensic
investigations.

(g) What are some common cyber forensic tools ? Briefly describe any two.

2. (a) Discuss the cyber forensics investigation process and the different steps involved.

(b) Explain different types of cryptographic concealment techniques.

(c) How do digital appliances (like washing machines or microwaves) play a role in
cyber forensics ?

3. (a) Compare and contrast various digital forensic tools such as EnCase,
Autopsy, and FTK.

(b) Explain how forensic investigators analyze network traffic to detect cyber threats.

(c) Discuss the significance of volatile data in forensic investigations.

4. (a) Describe the role of a Forensic Laboratory Manager and their responsibilities.

(b) What are the key components of an effective Forensic Evidence Control Checklist ?

(c) How do Standard Operating Procedures (SOPs) ensure quality assurance
in forensic labs ?

5. (a) What are the different techniques for data hiding on NTFS file systems ?

(b) Explain how forensic experts use Back-Track for forensic discovery and analysis.

(c) What challenges do investigators face when dealing with spoofing and hijacked
session attacks ?
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6. (a) Describe the process of digital evidence acquisition and duplication.

(b) Explain how privacy laws affect cyber forensic investigations.

(c) Discuss legal liabilities for mistakes made during forensic investigations.

7. (a) Explain the role of hashing in ensuring the integrity of forensic evidence.

(b) What are the challenges faced when recovering deleted files in Linux vs.
Windows ?

(c) Describe different examination and analysis tools used in cyber forensics.
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